
sudo nmap -sVC -p- -Pn 10.10.246.170 --open 
[sudo] Mot de passe de alice : 
Starting Nmap 7.95 ( https://nmap.org ) at 2025-10-04 20:42 CEST
Nmap scan report for 10.10.246.170
Host is up (0.10s latency).
Not shown: 65500 closed tcp ports (reset), 33 filtered tcp ports (no-response)
Some closed ports may be reported as filtered due to --defeat-rst-ratelimit
PORT   STATE SERVICE VERSION
22/tcp open  ssh     OpenSSH 8.2p1 Ubuntu 4ubuntu0.13 (Ubuntu Linux; protocol 2.0)
| ssh-hostkey: 
|   3072 87:17:15:73:be:05:54:ea:d1:52:f9:24:f0:7a:d7:c5 (RSA)
|   256 0d:83:14:61:67:be:24:56:d2:79:ae:25:18:21:6d:4c (ECDSA)
|_  256 a5:7b:3f:da:3b:90:4c:e6:df:4e:6d:8c:cb:07:ee:ae (ED25519)
80/tcp open  http    Apache httpd 2.4.41 ((Ubuntu))
| http-cookie-flags: 
|   /: 
|     PHPSESSID: 
|_      httponly flag not set
|_http-title: HackIT - Home
|_http-server-header: Apache/2.4.41 (Ubuntu)
Service Info: OS: Linux; CPE: cpe:/o:linux:linux_kernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap done: 1 IP address (1 host up) scanned in 53.67 seconds
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On change le .php en .php7 : 
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Ça ne fonctionne pas donc on va uploader une backdoor.
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